
Security Principles

(as usual, thanks to Dave Wagner and 

Vern Paxson)











“Security is economics”

or, as I’ve been saying, 

“Security is all about risk 

analysis”





“Least Privilege”



“Least Privilege”

Every entity (process, user, 

program, etc.) must be able to 

access only such information 

and resources necessary for its 

legitimate purpose





“Use fail-safe defaults”
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“Separation of Responsibility”



“Separation of Responsibility”

System should be divided into 

entities that overlap in 

functionality as little as 

possible.





“Defense in depth”













“Psychological acceptability”











“Consider human factors”





“Ensure complete mediation”



“Ensure complete mediation”

Every access attempt must be 

checked.  Both direct access attempts 

and attempts to circumvent the access 

checking mechanism should be 

considered, and the mechanism 

should be positioned so that it cannot 

be circumvented.
(Pfleeger and Pfleeger)
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Know your threat model! (They 

often change over time.)
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Detect if you can’t prevent!
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Don’t rely on security through 

obscurity!
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“Don’t rely on security through

obscurity.”

The notion that secrecy of design or 

implementation provides security.



53



Design security in from the 

start!
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Installation time?

About 30 seconds















“Trusted path.”



“Trusted path”

The user must have an 

unspoofable and incorruptible 

channel to any entity trusted to 

manipulate authorities on the 

user’s behalf.

(Ka-Ping Yee “User Interaction Design for Secure 

Systems”)
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