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• One early method, dating back to the Romans, involved each voter 
casting a colored ball into an urn.  The color represented the vote.  The 
Masons used this to vote on new members - white meant accept, black 
meant to refuse membership - hence the term “blackball”.  

• In Italian, they were called ballota - literally, “little balls” - which is 
where the word “ballot” comes from.  

• The painting on the following slide shows an election held in Missouri in 
1846.  The person in the red shirt is a voter taking the oath; he will 
state who he is voting for out loud, and the clerk records his vote.  The 
person tipping his hat is a candidate for office - notice that he is 
soliciting votes right at the polling place. 

Some History
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• The painting on the following slide shows an election held in 
Missouri in 1846.  The person in the red shirt is a voter taking 
the oath; he will state who he is voting for out loud, and the clerk 
records his vote.  The person tipping his hat is a candidate for 
office - notice that he is soliciting votes right at the polling 
place.  

• Some obvious drawbacks: 

• No privacy for the voter - everyone, including the 
candidates, heard how you voted.  

• The lack of privacy created serious problems of bribery and 
intimidation, and soon led to a consensus for systems that 
keep the voter’s vote secret.

Some History
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• In the mid-1880s, many states gravitated towards paper ballots, 
where the voter writes down who they want to vote for on a slip 
of paper and drop it into a ballot box.  

• Voters had to provide their own slip of paper, and writing out all 
candidate names was somewhat inconvenient for voters.  

• So…The slip of paper on the following slide was probably torn 
from a newspaper ad paid for by Francis Gehon (a candidate in 
the 1839 Iowa election), printed as a convenience to voters who 
wanted to vote for him.

Some History
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• The practice of candidates and parties pre-printing ballots proved effective and 
soon became very widespread.  

• On the following slide, two tickets pre-printed by the Republican party for an 
election (the left is from an 1880 Iowa election). The party handed these out and 
printed them in newspapers, hoping that voters would take them and vote as is. 

• Note that these are not merely fliers or advertisements - voters were expected 
to take these and cast them directly into the ballot box. 

• Voters were free to scratch out any names they didn’t like, and write in some 
other candidate

Some History
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• Over time, parties learned tricks to make deviating from the party ticket as 
inconvenient as possible for voters. 

• So note that the right ticket was apparently deliberately formatted to be 
hard to read, leaving little white space to write in some other candidate.  

• These schemes proved effective at getting voters to toe the party line and 
greatly reduced the rate of defection in down-ticket races.

Some History
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Following slide: A ticket pre-printed by the Union party in 1851.  On the left, 
the front of the pre-printed ticket; on the right, the back side.  As you might 
expect, printing in color and on two sides is more expensive than printing in 
black-and-white on one side.  Why do you suppose the Union party leaders 
chose to spend their money this way?

Some History



12



13

• Why do you suppose the Union party leaders chose to spend their money this way? 

• The most likely answer is that this design would make it very easy to tell when voters 
cast the Union party ticket into the ballot box.  

• This allowed vote-buying, coercion, and intimidation of voters - sometimes subtle, 
sometimes not.  Over time, parties learned how to exploit this weakness in the 
system to good effect.

• The security problem with the system:  voters were able to prove how they voted, and 
this opened them up to intimidation and coercion. 

• Indeed, if there was any method of voting (even one not used in the ordinary 
course of voting) that would let a voter demonstrate how they have voted, then a 
coercer would pressure the voter to use that method, and the voter might not 
feel free to resist. It thus became clear that the only workable defense would be 
to have a system where it is impossible for a voter to prove to anyone else how 
they voted.  This is a critical security requirement for an election system.

Some History
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• Integrity: No election fraud

• Transparency: Everyone must be able
to verify that the election was
conducted appropriately

•Who is more likely to complain about the 
results of an election?

• Privacy: No one learns how the voter
has voted

• Secret ballot: Voter cannot prove how
she voted 

Security Goals for an Election
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Breakthrough! — the Australian secret ballot.

Ballot printed by govt.  Ballot boxes monitored by
observers.  Ballots counted, by hand, in public.  Competing 
interests keep each other honest.

Key principle: two-person control! (a.k.a. separation of responsibilities)
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Breakthrough! — the Australian secret ballot.

Ballot printed by govt.  Ballot boxes monitored by
observers.  Ballots counted, by hand, in public.  Competing 
interests keep each other honest.

Can you think of a practical issue with this?
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A

A Diebold
(now 

Premier 
Election

Solutions)
DRE

A DRE is a 
computer 

with a 
simple 

graphical
interface.  
Votes are 
recorded 

in 
electronic 

form.
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These are Sequoia DREs.  They work the same. 
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This is a DRE built by Election Software Solutions (ES&S)
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CS 334: Computer Security

So, Why DREs?
• DREs are flexible

• They can support multiple languages

• They make election administration a lot 
easier, because most tasks are 
automated

• Most machines come with an audio 
interface, so they can be used by blind 
voters and are accessible to disabled 
voters
• This is a big deal.  E.g., It means blind voters 

can vote independently and secretly
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Question: How do election security goals apply to 
touchscreen (DRE) electronic voting machines? 

Security Goals for an Election:
Integrity, Transparency, Privacy, Secret ballot

1. Machine must allow each authorized voter to vote 
exactly once; must prevent tampering with votes after 
they are cast.

2. Machine should be verifiably trustworthy.

3. Machine must randomize the order in which votes 
were cast.

4. Machine must not give voter a “receipt”.
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Nov 4, 2002:
State of Georgia votes on Diebold DREs.

March 18, 2003:
Diebold source code leaks. (It had been 
accidentally placed on an open FTP site by 
Diebold, and writer/activist Bev Harris noticed 
and grabbed a copy.) 

July 23, 2003:
Tadayoshi Kohno, Adam Stubblefield, Avi Rubin, 
Dan Wallach, “Analysis of an Electronic Voting 
System”.
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smartcard

QueryStatus

ACTIVE (0x01)

SetStatus CANCELED (0x08)

Succeeded

(record vote)

Status = CANCELED

The voter authorization protocol
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smartcard

QueryStatus

ACTIVE (0x01)

SetStatus CANCELED (0x08)

Succeeded

(record vote)

[Are you a valid card?]

[Yup.]

[Please cancel yourself.]

[Ok.]
Status = CANCELED

The voter authorization protocol
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malicious
smartcard

QueryStatus

ACTIVE (0x01)

SetStatus CANCELED (0x08)

Succeeded

(record vote)

QueryStatus

ACTIVE (0x01)

SetStatus CANCELED (0x08)

Succeeded

(record another vote)

Attack!
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smartcard
What’s the secret PIN?

2301

What kind of card are you?

An administrator card.

Authenticating election officials

2301

Ok, you have admin access.

What’s the secret PIN?
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Source code excerpts: code to encrypt 
electronic vote files and audit logs

#define DESKEY ((des_key*)”F2654hD4”)

DESCBCEncrypt((des_c_block*)tmp, 
(des_c_block*)record.m_Data, totalSize, 
DESKEY, NULL, DES_ENCRYPT);

This parameter is the initialization vector 
(IV) for “cipher block chaining”.  It is set to 

zero.  That is a confidentiality flaw.  How 
would you fix this confidentiality flaw?
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Source code excerpts

// LCG - Linear Congruential Generator -
// used to generate ballot serial numbers
// A psuedo-random-sequence generator
// (per Applied Cryptography, Bruce Schneier)

int lcgGenerator(int lastSN) {
return ((lastSN*1366) + 150889)%714025;

}

“Unfortunately, linear congruential
generators cannot be used for cryptography.”

— Applied Cryptography, p.369



CS 334: Computer Security

Interesting Facts
• So, what was the PRNG used for? For 

reordering the votes when they were 
loaded on the tabulator
• Prior to that point, when the votes were 

recorded and stored in the voting 
machine, they were stored in the order 
they were cast

• Thoughts?
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When they found these problems, the Hopkins folks 
published a paper.  They also went to election officials and

 testified before lawmakers.
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Public reaction to the 
revelation of these 
flaws was intense.  
People had been 

trusting the 
vendors to do the 
right thing - and 

when they 
actually got the 

chance to look under 
the hood, they were 
disappointed by what 

they found.  Here 
you can see people 

protesting in 
Colorado.  
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Princeton E-vote Demo Video

https://www.youtube.com/watch?v=B8TXuRA4IQM
https://www.youtube.com/watch?v=B8TXuRA4IQM
https://www.youtube.com/watch?v=B8TXuRA4IQM
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No longer true: 80% use vote by mail
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Of course, all of the flaws we’ve seen 
so far were pretty easy to fix, and 
Diebold did so quickly.  The risk of 
unintentional security holes like this is 
scary.  But even if we ignore the 
possibility of inadvertent mistakes, 
there is an even more devastating 
risk: the possibility of malicious code 
that has been deliberately introduced 
into the system, e.g., by an insider.
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Ronald Dale Harris

Employee, Gaming Control Board, 1983-1995

Arrested, Jan 15,1995
Convicted, Sept 23, 1997, for rigging slot machines

Trojan Horses and the Insider Threat
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Ron Harris, an example of an attacker who had insider access.  He 
was a computer engineer at the Nevada regulatory board that 
oversees casinos.  From 1993-1995, he used his inside access to 
cheat casinos.  As a tester for the Nevada Gaming Control Board, he 
had access to the internals of slot machines.  He made a few 
EPROMs containing a variant of the software that was programmed 
to detect a special sequence of coin insertions (the “secret knock on 
the door”), and issue a big payoff when that sequence occurred.  He 
used this to rig at least 20 machines, and walked away with 
thousands of dollars.

On Jan 14, 1995, he got greedy and tried to grab a $100,000 
jackpot in Atlantic City.  His conspirator behaved oddly, the casino 
got suspicious, and they caught Harris.  He pled guilty and was 
sentenced 7 years in jail.  It was only because he got greedy and 
sloppy that he was eventually caught.

What if an insider introduced malicious logic into a voting machine 
that waited for a “secret knock” and then recorded bogus votes?
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…
schedule();
goto repeat;

}
if ((options == (__WCLONE|__WALL)) && current->uid = 0))

retval = -EINVAL;
retval = -ECHILD;
end_wait4:
current->state = TASK_RUNNING;
…

Attempted Trojan Horse in Linux Kernel

???
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Trojan Horses and Voting Machines

Malicious logic hidden by an insider might, e.g., 
record votes incorrectly to favor one candidate.  
Extremely difficult to prevent or detect.

Potential solutions:
• Verify that the software is free of Trojans.
(beyond the state of the art)

• Verify that output of the sw is correct.
• Voter-verified paper audit trail, 1% audits
• Optical scan (paper ballots)
• Ballot marking devices (paper ballots)
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Here is a DRE that has 
been retrofitted with a 

printer attachment 
(circled).
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Before the voter casts their vote, a 
paper record is printed.  If the voter 
accepts what has been printed, they 

can cast their ballot.  Otherwise, they 
can void the paper record and make 

changes.

 Note that with DRE, the naked eye.  
In contrast, voters have no way of 

verifying whether what was 
electronically recorded matches their 

intent.
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Statistical audit

• After election, randomly choose 1% of
machines and manually recount the paper
records on those machines.  If paper count
 electronic count, there was fraud.

• If » 100 machines cheat, detection is likely.
Consequently: If paper count = electronic count,
then no more than ~100 machines cheated.

Prover
(Elec. Official)

Verifier
(skeptical voter)

The tallies are t1, …, tn

Show me the paper for machine i.

(voter-verified paper audit trail)
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Another 
solution is 

to use 
optically 
scanned 
paper 

ballots.
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• E-voting security is hard, because computers
aren’t transparent.

• All known solutions use paper.  Secure
paperless voting is an open research problem.

• Computer science is deeply relevant to
democracy.

•Technical principles:
- Two-person control, separation of duties
- Statistical audit
- Security against malicious insiders
- Security through obscurity

Conclusions
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